
What’s Inside  
CyberEdge

How CyberEdge 
helps your businessCybersecurity and privacy risks continue to evolve, while businesses holding 

confidential and business-critical data embrace digital technology more and 
more. CyberEdge helps organisations develop effective end-to-end security risk 
management programmes—underpinned by AIG’s cyber insurance protection.

In the face of a cyber attack, our elite network of experts includes information 
security consultants, law firms, forensic investigators, and public relations firms 
to deliver immediate 24/7 client support — anytime, anywhere.

Here are just some of the ways we help you protect your business, your 
employees, your customers, and your property…
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Add our expertise to yours to help defend your business:

If a cyber-attack or data breach is believed to be 
underway, we’ll get you technical support from a 
specialist right away. Our experts are available 
24-hours-a-day, every day of the year, to find 
the immediate threat (such as a hacker inside a 
network) and start the restoration and recovery 
process for a business as soon as possible.

If content is erroneously distributed on 
an organisation’s website, we protect the 
organisation against any related copyright 
infringement, trademark infringement, 
defamation, and invasion of privacy claims.

We’ll cover third-party claims by outside 
parties such as suppliers or customers 
resulting from a cyber breach. Assistance 
is also provided in responding to any 
regulatory actions brought in connection 
to the breach, or for failure to disclose  
the breach.

Once a breach occurs, we help clients notify 
and support the recovery of affected customers, 
handle crisis communications, and determine 
exactly what happened. We also assist with 
the costs of managing and mitigating a cyber 
incident and compensate for lost profits and 
operating costs due to the breach.

If an outsider attempts to extort an 
organisation by threatening the availability 
of its computer network or the disclosure or 
destruction of its information, we can help. 
This includes paying for costs associated with 
ending the threat and investigating its cause. 

CyberEdge helps to prevent an attack in the 
first place, with a host of services available 
to clients including: customisable training 
for employees, threat intelligence gathering 
and assessment, vulnerability scanning, 
shunning technology, and vendor  
security analysis.  LEARN MORE >
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In addition to coverage for financial loss, 
clients can receive affirmative coverage  
for bodily injury and property damage 
resulting from a cybersecurity failure in a 
way that best fits their needs. Whether by 
enhancing an existing General Liability 
or Property policy or purchasing a 
dedicated modular cyber policy, clients 
can respond to the growing number of 
incidents and threats of cyber-attacks 
causing physical damage and harm  
to people.   LEARN MORE >

Coverage for 
Bodily Injury 
and Property 
Damage

©

These are just some of the ways that CyberEdge can help keep businesses stay 
ahead of the curve of cyber risk. For full details of coverage, terms and exclusions 
see the CyberEdge policy wording or ask your insurance broker.



Our outstanding claims capabilities are an integral part of AIG’s long 
and successful track record of insuring businesses against cyber threats:

WHY

American International Group, Inc. (AIG) is a leading global insurance organisation serving customers in more than 100 countries and jurisdictions. AIG is the marketing name for the worldwide property-casualty, life and retirement, and general insurance operations of American International Group, Inc. 

All products and services are written or provided by subsidiaries or affiliates of American International Group, Inc. Products or services may not be available in all countries, and coverage is subject to actual policy language. Non-insurance products and services may be provided by independent third parties. 
Insurance products may be distributed through affiliated or unaffiliated entities.  In Europe, the principal insurance provider is AIG Europe Limited.

Additional information about AIG can be found at www.aig.com | YouTube: www.youtube.com/aig | Twitter: @AIGemea | LinkedIn: http://www.linkedin.com/company/aig

AIG Europe Limited is registered in England: company number 1486260. Registered address: The AIG Building, 58 Fenchurch Street, London EC3M 4AB.

AIG Europe Limited is authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and Prudential Regulation Authority (FRN number 202628). This information can be checked by visiting the FS Register (www.fca.org.uk/register).

AIG

AIG ‘s breach resolution team has 
helped thousands of businesses 
worldwide respond to attacks.

AIG has been providing stand-
alone cyber insurance for 

nearly two decades.

people and 22,000 companies have trusted 
us to help respond to some of the world’s 

biggest data breaches.

20 million
More than

AIG partners help clients build 
cyber-secure cultures and deal with 

the human element of cyber risk.

Our investments in K2 Intelligence 
and RiskAnalytics help to deepen 
clients’ understanding and ability 
to combat cyber risk exposure. 

http://aig.co.uk/whyaig
http://aig.co.uk


Cybersecurity Threat  
Intelligence Service

Access to leading-edge global shunning technology that helps an organisation isolate and shun IP address 
currently being used by criminals. 

Infrastructure  
Vulnerability Scanning

Remote vulnerability scans for clients’ web-facing external infrastructures to detect and prioritise  
hidden risks on public-facing network infrastructure.

Cybersecurity Portfolio  
and Risk Gap Analysis

Analysis of a client’s Property and Casualty insurance portfolio to identify how it would respond to a complex 
cyber event. CyberEdge insureds are eligible to receive a complimentary Property and Casualty Diagnostic 
report. 
 
Also available is a customised one-day loss scenario workshop to estimate the financial impact of information 
technology and control systems loss scenarios for a client’s particular needs. Clients can also receive a self-
evaluation scoring report of their cybersecurity programme based on the Cybersecurity Capability Maturity 
Model (C2M2), a recommended approach for deploying the NIST Cybersecurity Framework.

Cybersecurity  
Maturity Assessment

RSA’s Governance, Risk, and Compliance (GRC) solution helps organisations assess their cybersecurity 
risk leveraging the NIST cybersecurity framework. Insureds are eligible to receive a one-time six month 
complimentary pass.

Vendor Risk  
Management

Generation of security ratings for organisations to measure and monitor their own network and those of their 
third-party vendors. Qualified insureds are eligible to receive a complimentary in-person analysis of one 
report and access to the system to review future ratings for a limited timeframe.

Cyber Consulting
AIG can help organisations develop an end-to-end cyber security risk management programme 
that strikes the right balance of assessment, risk management, security, technology, and behavioral 
best practices based on its unique needs. Our partners provide added expertise wherever an 
organisation may need it whether it is in developing an incident response plan, assessing employee 
awareness, remaining compliant with local regulations, and much more.

Good for organiations in need of…

Learn how AIG can help you access the services of trusted cybersecurity experts and partners at reduced rate on the next page.
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Description of services Provided by
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Cybersecurity Consulting 
and Advisory – Assessment, 
Threat Intelligence, Training 
and Awareness

Access to corporate cybersecurity assessment and advisory services such as penetration testing, vulnerability 
assessments, and tabletop exercises. Clients can also collect customised and actionable intelligence from the 
Deep Web and Dark Net to improve situational awareness of their threat environment. 

Vendor Risk  
Management

Generation of security rating for organisations to measure and monitor their own network and those of 
their third-party vendors. The rating reports help clients understand their third-party vendor ecosystem and 
prioritise their riskiest vendors.

Cybersecurity Training 
and Awareness – Phishing 
Training, Simulations and 
Campaigns

Training and simulated campaigns for employees regarding how to identify, detect, and respond to phishing 
attacks.

Cybersecurity Infrastructure 
Stress Testing

Access to a network of friendly hackers to stress test an organisation’s cybersecurity infrastructure, 
technology, and risk management capabilities.

Good for organisations in need of…
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Description of services Provided by

Want cyber-related information at your fingertips? Download the CyberEdge Mobile App today

*Minimum premium of £5,000 needed to receive complimentary services provided by RiskAnalytics and IBM.

iPhone iPad Android

American International Group, Inc. (AIG) is a leading global insurance organisation serving customers in more than 100 countries and jurisdictions. AIG is the marketing name for the worldwide property-casualty, life and retirement, and general insurance operations of American International Group, Inc. 

All products and services are written or provided by subsidiaries or affiliates of American International Group, Inc. Products or services may not be available in all countries, and coverage is subject to actual policy language. Non-insurance products and services may be provided by independent third parties. 
Insurance products may be distributed through affiliated or unaffiliated entities.  In Europe, the principal insurance provider is AIG Europe Limited.

Additional information about AIG can be found at www.aig.com | YouTube: www.youtube.com/aig | Twitter: @AIGemea | LinkedIn: http://www.linkedin.com/company/aig

AIG Europe Limited is registered in England: company number 1486260. Registered address: The AIG Building, 58 Fenchurch Street, London EC3M 4AB.

AIG Europe Limited is authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and Prudential Regulation Authority (FRN number 202628). This information can be checked by visiting the FS Register (www.fca.org.uk/register).

Cyber Consulting
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https://play.google.com/store/apps/details?id=com.aig.cyberedge.mobile


American International Group, Inc. (AIG) is a leading global insurance organisation serving customers in more than 100 countries and jurisdictions. AIG is the marketing name for the worldwide property-casualty, life and retirement, and general insurance operations of American International Group, Inc. 

All products and services are written or provided by subsidiaries or affiliates of American International Group, Inc. Products or services may not be available in all countries, and coverage is subject to actual policy language. Non-insurance products and services may be provided by independent third parties. 
Insurance products may be distributed through affiliated or unaffiliated entities.  In Europe, the principal insurance provider is AIG Europe Limited.

Additional information about AIG can be found at www.aig.com | YouTube: www.youtube.com/aig | Twitter: @AIGemea | LinkedIn: http://www.linkedin.com/company/aig

AIG Europe Limited is registered in England: company number 1486260. Registered address: The AIG Building, 58 Fenchurch Street, London EC3M 4AB.

AIG Europe Limited is authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and Prudential Regulation Authority (FRN number 202628). This information can be checked by visiting the FS Register (www.fca.org.uk/register).

Almost every organisation holds confidential data, contracts 
with vendors to perform business services, or is embracing 
technology to operate their business—creating a wide 
spectrum of risk.  In addition, the number of incidents and 
threats of cyber-attacks causing physical damage and harm 
to people continues to grow. 

Cyber bodily injury and property damage
AIG continues to believe that organisations need to take a 
customised and holistic approach when developing their 
end-to-end cybersecurity risk management program.

That’s why we partner with clients to develop 
cybersecurity risk management programmes that provide 
coverage for bodily injury, property damage, and 
financial loss resulting from a cybersecurity failure in a way 
that best fits their needs.

Whether interested in purchasing a cyber liability policy 
or enhancing a general liability or property policy, clients 
can access the coverage, loss mitigation services, and 
claims expertise they need.

Contact one of our cyber experts below to 
learn more about one of the many ways we 
can add our cybersecurity risk management 
expertise to yours.

CyberEdge Cyber Liability Policy 

Good for organisations interested in covering 
all cyber-related bodily injury, property 
damage, and financial loss under one policy.

Coverage is available for: 
•  Third-Party Recovery and Restoration Costs
• First-Party Response and Recovery Costs
•  Online Defamation and Copyright/

Trademark Infringement
• Lost Income and Operating Expense  
• Cyber Extortion
• Bodily Injury
• Property Damage

General Liability + CyberEdge Options 

Cyber-Related Financial Loss Coverage 
Good for organisations interested in adding 
coverage for third-party response and 
restoration and first-party response and 
recovery costs resulting from a cyber breach to a 
general liability policy.

Cyber-Related Bodily Injury and  
Event Management Coverage 
Good for organisations interested in adding 
affirmative coverage for cyber-related bodily 
injury loss and third-party response and 
recovery costs to a general liability policy.

Property + CyberEdge Options 

Cyber-Related Financial Loss Coverage 
Good for organisations interested in adding 
coverage for third-party recovery and 
restoration costs, lost income and operating 
expenses, and cyber extortion resulting from a 
cyber breach to a property policy.

Cyber-Related Property Damage and  
Event Management Coverage 
Good for organisations interested in adding 
affirmative coverage for cyber-related property 
damage loss and third-party response and 
recovery costs to a property policy.

Excess/Difference-in-Conditions 
Cyber-Related Property and/ 
or Bodily Injury Coverage 

Good for organisations interested in 
certainty of coverage for tangible cyber 
damage in property and casualty 
policies over one or multiple primary 
general liability, property, or specialty 
risk policies.
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